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Abstrak

Penelitian ini mengkaji kesiapan dan respons ASEAN menghadapi ancaman
di ruang siber. ASEAN sendiri merupakan kawasan yang memiliki
pertumbuhan pengguna internet dan ekonomi yang berkembang. Sayangnya,
pertahanan siber ASEAN dinilai rendah. Penelitian ini menggunakan konsep
ancaman hibrida oleh Hoffiman yang menyatakan bahwa konflik/perang di
masa depan menciptakan strategi hibrid, di mana cara-cara konvensional
dan non-konvensional disatukan untuk melihat kerentanan tersebut.
Menggunakan studi deskriptif menggunakan data primer dan sekunder
berupa dokumen resmi, artikel jurnal, berita, dan sumber internet. Artikel ini
menemukan bahwa kebangkitan Tiongkok di bidang siber, serta aktivitas
serangan yang pernah dilakukannya baik secara langsung maupun tidak
langsung memberikan persepsi ancaman yang kuat bagi kawasan ASEAN.
Untuk itu, artikel ini menyimpulkan bahwa ASEAN harus menggiatkan
kolaborasi di dalam kawasan dan dengan mitra global sembari membangun
strategi pertahanan siber yang komprehensif, termasuk potensi tentara siber
di seluruh kawasan.
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Abstract

This research examines ASEAN's readiness and response to threats in
cyberspace. ASEAN is a region with growing internet users and a thriving
economy. Unfortunately, ASEAN's cyber defense is considered low. This
research uses the concept of hybrid threats by Hoffman which states that
future conflicts/war create hybrid strategies, where conventional and non-
conventional means are brought together to see the vulnerability. Using a
descriptive study using primary and secondary data in the form of official
documents, journal articles, news, and internet sources. This article found
that China's rise in the cyber field, as well as the attack activities it has carried
out both directly and indirectly, provide a strong threat perception for the
ASEAN region. For this reason, this article concludes that ASEAN must
intensify collaboration within the region and with global partners while also
establishing a comprehensive cyber defense strategy, including a potential
for a cyber army across the region.
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INTRODUCTION

The world has entered the information
age, succeeding the prehistoric, agricultural,
and industrial eras. In this age, information is
crucial in all aspects of life, becoming a
fundamental necessity for both individuals
and organizations. Information acts as the
lifeblood of the information society, essential
for human existence. One of the most
significant advancements of this era is the
invention of the internet. This technology has
revolutionized communication and
information access, making it an inseparable
part of daily life and causing a profound leap
in societal development. However, like all
technologies, the internet, as part of the
technology, is not value-neutral (Miller,
2021). Its effectiveness depends on its use in
accordance with social and personal values,
as well as adherence to government
regulations designed to protect people from
its negative impacts. By carefully managing
its use, we can harness the internet's benefits
while minimizing potential harm, ensuring
that it serves as a positive force in the
information age.

Since information and communication
technology is used in various aspects of life,

both social, economic, legal, organizational,

health, education, culture, government,

security, defense, and so on, efforts to secure

the internet from the bad use of certain
individuals are very important and have
become a priority issue for all countries in the
world (Chotimah, 2019; Ginanjar, 2019,
2022). Directly proportional to the high level
of utilization of information and
communication technology, the level of risk
and threat of misuse of information and
communication technology is also getting
higher and more complex.

The risks of cyberspace have a
profound impact on society. There is
significant concern about various threats,
such as those posed by hacktivists, criminals,
and spies. To safeguard systems, data, and
daily life, stakeholders such as users, experts,
and governments are continuously striving to
enhance cybersecurity measures. However,
there is also concern about maintaining the
opportunities and freedoms associated with
cyberspace, such as freedom of speech and
privacy. Unfortunately, increased security
often compromises any modern society.
Thus, it is crucial for security professionals,
including those in the military, to be aware of
these competing concerns and work to
minimize the negative effects of new security
solutions. Balancing the need for security

with the preservation of civil liberties is




essential to fostering a safe yet free digital

environment (Gunneriusson & Ottis, 2013).

Cyberthreats that evolve from the
perception of threats in cyberspace have their
own volatility. This is generally about
anonymity and the difficulty of tracking
cybercriminal actors. This special nature
makes cyber threats a tool that can be used by
certain actors, such as states, in conducting
hybrid warfare as well as by non-state actors
to hide their activities. Even worse, the
special nature of cyber threats will greatly
impact countries whose cyber defenses are
not yet adequate.

Cyber threats, stemming from the
inherent volatility of cyberspace, pose unique
challenges due to their anonymity and the
difficulty in tracking cybercriminals (Gundur
et al., 2021). This distinctive nature of cyber
threats allows them to be exploited by various
actors, including states engaging in hybrid
warfare as well as non-state actors looking to
conceal their activities. The ability to operate
anonymously and elude detection makes
cyber threats a powerful tool in modern
conflicts and illicit operations. This is
particularly concerning for countries with
insufficient cyber defenses, as they are highly
vulnerable to such threats. The impact on

these nations can be severe, affecting national

security, economic stability, and public
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safety. As cyber threats continue to evolve, it
is crucial for all countries to strengthen their
cybersecurity measures to protect against
these pervasive risks. Developing robust
cyber defenses, enhancing international
cooperation, and fostering a culture of
cybersecurity awareness are essential steps in
mitigating the adverse effects of cyber
threats. By addressing these challenges
proactively, countries can better safeguard
their digital infrastructures and ensure a more
secure cyberspace for all.

Cyber threats further compound the
complexity of hybrid warfare in Southeast
Asia. State-sponsored cyber operations, non-
state  actors' activities, and critical
infrastructure vulnerabilities contribute to the
multifaceted nature of hybrid threats in the
region. Southeast Asian countries navigate a
landscape where traditional forms of conflict
intertwine with cyber tactics, shaping
regional security dynamics.

The concept of hybrid threats is
relatively new, introduced by Hoffman in
2007. Research on hybrid threats and wars is
still largely theoretical, as indicated by
studies conducted by Raugh (2016),
Reichborn-Kjennerud and Cullen (2016), and
Steingartner and Galinec (2021). Some other
studies such as Renz (2016) and Chivvis
(2017) tried to provide a practical picture




through Russia's hybrid activities. However,

there have been numerous studies discussing
Russia's role as a hybrid war actor (Veljovski
etal., 2017; Weissmann, 2019). The author in
this case wants to look at non-western actors
who may also have this capacity, or even
already apply the hybrid war paradigm,
which in this case the author finds China as a
major actor who is active in their hybrid
threat projection.

Even so, the study of hybrid warfare
whether it takes the case of Russia or China
always tends to focus on two things: First is
the projection of internal capacity (Saalman,
2021), and second is strategic rivalry with
America or NATO (Gaiser, 2022). However,
studies that discuss their relationship with
ASEAN are rare to none. Therefore, the
author argued that there needs to be a study
that tries to describe ASEAN's role in this
regard. Understanding and addressing cyber
threats is integral to comprehending and
mitigating hybrid threats in Southeast Asia.
The author formulates the question, “How
does ASEAN handle the hybrid threat in

cyberspace?”

ANALYSIS FRAMEWORK
Hybrid Threat

The concept of hybrid warfare, which
later included hybrid threats, was proposed
by Frank Hoffman (2007) in his work titled
“Conflict in the 21st Century: The Rise of
Hybrid Wars." In his initial work, the number
of challenges for the state does exist. The
challenges  were  various, including
traditional, irregular, terrorist, and disruptive
challenges. This diversity of challenges
provides a dilemma for policy actors in
determining resource allocation scenarios in
dealing with existing challenges. However,
Hoffman sees that the separation of threat
types may no longer be necessary, given that
some threat and war patterns are merging and
blurring. Conflict will be more of a hybrid
combination to target vulnerabilities in the
country's defense and security systems, as
well as threat perceptions.

The hybrid threat has been a subject of
much debate in recent security studies, often
centering on Russia's actions in Ukraine
(Veljovski et al., 2017; Weissmann, 2019).
However, it's essential to recognize that
hybridity is not a novel concept exclusive to
Eastern  Europe.  Throughout history,
strategies in Asia have exhibited elements of

hybrid warfare. Whether observed in security

dynamics on the Korean Peninsula, Chinese

security practices, or the activities of non-




state actors in Southeast Asia, the region's

strategic landscape has long displayed
characteristics that align with the hybrid
warfare paradigm (Aoi et al., 2018; Hoffman,
2009).

Hybrid threats combine conventional
military tactics with non-military methods
such as  cyberattacks, data theft,
disinformation, propaganda, social media
manipulation, foreign interference in
elections, economic coercion, and lawfare.
These tactics aim to weaken governments,
erode public trust, and undermine regional
security. By creating confusion and
complicating decision-making processes,
hybrid threats make it challenging for
governments to respond effectively. The
overarching goal of these strategies is to
destabilize societies and achieve political
objectives without engaging in full-scale
warfare. Through a blend of direct and
indirect actions, hybrid threats pose
significant risks to national and international
stability, targeting both the integrity of state
institutions and the cohesion of societies.
Addressing these multifaceted challenges
requires comprehensive and coordinated
efforts across various sectors, including the
military, cybersecurity, media, and legal

frameworks. Understanding and mitigating

the impact of hybrid threats is crucial for
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maintaining regional security and protecting
democratic processes (Talat, 2021).

Hybrid threats involve a blend of state
and non-state actors working together or
independently to achieve strategic objectives.
These threats are characterized by their
complexity, making them difficult to identify
and counter effectively. They can involve a
diverse array of actors, including state
entities like governments or military
organizations aiming for geopolitical goals,
as well as non-state actors such as terrorist
groups or criminal organizations pursuing
their agendas. The blend of tactics used in
hybrid threats allows adversaries to exploit
vulnerabilities across multiple domains.
Ambiguity is a key element, with adversaries
often using proxies or covert operations to
obscure their involvement and minimize the
risk of retaliation. Hybrid threats are
asymmetric, exploiting disparities in power
and capabilities between adversaries by
targeting vulnerabilities and weaknesses.
They are also flexible and adaptive, with
adversaries quickly adjusting their tactics and
strategies in response to changes in the
operational  environment, technological
advancements, or countermeasures employed

by their opponents (Ball, 2023).




RESEARCH METHOD

This research employs a qualitative
methodology to comprehensively assess the
preparedness of ASEAN countries in facing
hybrid threats in the cyber field and the
efforts made to address these challenges. The
study will use multiple data sources to ensure
a well-rounded analysis. Firstly, institutional
reports on ASEAN’s digital capacity will be
reviewed to understand the existing
infrastructure, policies, and strategies related
to cybersecurity. These reports provide an
official perspective on the region's digital
readiness and highlight areas of focus for
each member country. Secondly, a thorough
literature review of journal articles will be
conducted to incorporate academic insights
and theoretical frameworks. These articles
will offer in-depth analyses of cybersecurity
issues, hybrid threat dynamics, and proposed
solutions. Thirdly, online newspapers and
news articles will be analyzed to capture real-
time data and case studies of cyber incidents
within the ASEAN region. This will help in
understanding the practical challenges faced
by these countries and their immediate
responses. Lastly, other official sources such
as government publications, international

organization reports, and policy documents

will be examined to gather additional context

and validate findings from other sources.

Data will be analyzed thematically to identify
common trends, strengths, and vulnerabilities
in ASEAN’s approach to cyber threats. The
study will synthesize these findings to
provide a comprehensive overview of the
region's preparedness and the effectiveness of
current efforts to tackle hybrid threats in

cyberspace.

RESULTS AND DISCUSSIONS
ASEAN and the Hybrid Threat Activites
in Cyber Domain

Defining threats originating from or
utilizing cyberspace can be complex, as they
are often considered a subset of hybrid
threats. Cyber threats can emerge from
various sources, including state actors,
criminal groups, terrorist organizations,
hacktivists, and mercenary professional
hackers. The range of exploitable
technologies is constantly expanding—from
servers, personal computers, and laptops to
smartphones, smart meters for electricity
distribution, wireless-enabled pacemakers,
and industrial control systems. This diversity
encompasses just the hardware aspect. The
potential impacts of cyberattacks vary
widely, from playful publicity stunts to the

destruction of critical infrastructure and even




potential fatalities. Cyberattacks exploit

design assumptions or implementation flaws.
It is crucial to understand that while
cyberspace is the primary environment for
these threats, their effects can extend to other
realms. A notable example is StuxNet, where
a cyberattack disrupted uranium enrichment
in Iran, leading to the failure of several
physical devices (Farwell & Rohozinski,
2011).

The scale of cyber-attacks conducted at
a military level indeed suggests the
involvement of state actors orchestrating or
endorsing these operations. Cyberspace
operates across multiple layers, including the
physical layer represented by hardware
infrastructure, the logical layer dictating how
data is distributed and processed, and the
human layer comprised of users. However,
cyber threats are still difficult to understand.
The ambiguity arises from questions
surrounding the perpetrators of these attacks
and their affiliations — whether they are
criminal enterprises acting independently or
backed by state agencies (Kello, 2013; Nye,
2016). This ambiguity creates a challenging
landscape for addressing cyber threats, as it
necessitates navigating complex

jurisdictional ~ issues and  determining

appropriate responses to attacks with

potentially far-reaching consequences. As
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such, effective cybersecurity strategies
require collaboration between public and
private entities, as well as international
cooperation to enhance defenses against
state-sponsored cyber threats and mitigate the
risks posed by cyber-attacks in the military
domain.

On the other side, digital development
in Asia has grown significantly. This
development is a result of reliable internet
connectivity. According to research by
Google, Bain, and Temasek, Southeast Asia,
buoyed by some of the biggest and most
rapidly expanding digital economies
worldwide, is on course to generate US$100
billion in revenue by the end of 2023
(Knowles, 2024).

Due to ASEAN's strategic importance
and geopolitical circumstances, the region
faces significant threats in the form of
Advanced Persistent Threats (APTs) (Noor,
2020).  Cyber-attacks are  becoming
increasingly complex and destructive, with
APT actors posing one of the most significant
challenges. APTs are sophisticated, covert,
and persistent, executing cyber-attacks based
on well-coordinated plans and strategies
aimed at achieving business and political
objectives. As investments grow and
economies diversify in the region, this

progress also makes ASEAN more attractive




to APT groups. These groups primarily target

critical services, which have a substantial
impact on national and public security. Such

services include telecommunications,

banking and finance, transport, and energy
(CyberSecurity Malaysia, 2020).

The likelihood of encountering a cyber
incident is directly proportional to the
number of individuals using the internet
daily. To minimize this threat, significant
interventions from various stakeholders are
necessary. In countries such as Malaysia,
Indonesia, the Philippines, and Vietnam,
unsecured infrastructure has made it easier
for hackers to successfully launch cyber-
attacks (Borelli, 2017; Permata & Nanda,
2020; T-Systems, 2023).

Figure 1. Ransomware detection in
ASEAN from January to September 2020
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Source: (INTERPOL, 2021)

Citing data from the figure 1. above,
there were around 2.7 million ransomware
attacks detected in Southeast Asian countries
in the January-September 2020 period. Of
that number, Indonesia topped the list with
1.3 million cases followed by Vietnam at 886
thousands cases, and the rest of ASEAN
below 200 thousands cases. This shows the
vulnerability of cyber defenses of countries
in ASEAN in the face of cyber threats,
especially the potential for hybrid threats
sponsored by other countries to intervene in
countries in Southeast Asia. The ransomware
attacks, according to the data above mostly
looking into highly populous and growth
economy including Indonesia, Vietnam,

Thailand, Malaysia, and Philippines.

Figure 2. Online Attacks against SEA
Businesses in 2022

s against SEA Businesses in 2022

Source: Kaspersky (2022 in Digital Watch
Observatory, 2023)




Cyber-attacks do not only occur

through ransomware, but also online attacks
on the websites of business institutions in
ASEAN countries. Based on the [Figure 2.]
data, there is a 45 percent increase in online
attacks by 2022. These online attacks not
only damage businesses, but can also have a
major impact on customers. Some of the most
common types of web threats include data
theft, phishing attacks, and computer viruses.
Among those experiencing the most attacks
is Singapore, increasing by 329 percent
followed by Malaysia (197 percent),
Thailand (63 percent), Indonesia (46
percent), and the Philippines (29 percent).
Only Vietnam declines by 2022. However,
consistently over the past three years,
Indonesia and Vietnam have been the biggest
targets of online attacks in ASEAN.

The vulnerability of ASEAN as a
developing region to cyber threats
underscores significant risks to national
sovereignty. These threats, originating from
both state and non-state actors, pose severe
dangers to the digital infrastructure and
security of each country within the region.
State-sponsored cyber activities, particularly
those attributed to China, alongside attacks
by non-state actors, have disrupted digital

operations across ASEAN communities.

These malicious activities have not only
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compromised sensitive information but also
undermined trust in digital systems, creating
substantial  economic  and  political
repercussions. The region's lack of digital
capacity development, coupled with diverse
levels of cybersecurity readiness among
member states, exacerbates this vulnerability.
As aresult, continuing threats demand a bold
and coordinated response to protect national
interests and maintain regional stability.
Effective strategies must include enhancing
cybersecurity frameworks, fostering
international cooperation, and investing in

advanced technology and skilled personnel.

China’s Hybrid Threat Projection in
Cyberspace

China's rapid economic, military, and
technological growth has significantly
increased its power and influence on the
global stage. This surge has seen China assert
itself as a revisionist power, seeking to
reshape the current international order to
better align with its interests and values. The
Chinese government has explicitly stated its
ambitions to alter the status quo, aiming to
establish a more dominant and influential
position both regionally and globally. This
includes territorial claims in the South China
Sea, efforts to expand its Belt and Road

Initiative, and increased military presence in




key areas. As China continues to challenge

existing norms and power structures, it is
clear that its strategic goals involve not only
economic and technological leadership but
also a redefined geopolitical landscape where
China holds a central, commanding role.

Following its economic rise and
international status, China has become a
dominant power. China's dominance has
been demonstrated through its activities in
the South China Sea region. In the region,
China carries out hybrid threats in the
maritime sector through various policies. The
first is through direct military contact at the
border, creating friction between China and
neighboring countries, especially ASEAN
countries such as the Philippines, Vietnam,
Malaysia and Indonesia. Then China also
uses non-state assets such as militias and
organized crime through piracy, ship
incidents, and illegal fishing. Both of these
are enacted one after the other (Agustiyan et
al., 2022).

The Chinese threat does not stop at the
maritime sector. Recently, China has been
building its cyber capacity in a massive and
structured manner. Chinese technical
analysts from the Joint Operations College of
the National Defense University have

outlined strategies to enhance battlefield

modelling and simulation. Their analyses
highlight cyber means as a crucial component
of hybrid warfare, stressing the importance of
China leveraging its status as a major cyber
power to bolster its cyber capabilities and
defenses. This strategy includes manipulating
social media to influence public opinion
through information collection, propaganda,
and psychological tools. Operationally, these
support forces focus on border and maritime
zones  through  reinforced  strategic
communications, psychological warfare
operations, and military-civilian cooperative
efforts. China is also advancing quantum
communications to  secure  sensitive
information channels and integrating coast
guard and naval forces to protect maritime
routes. To support these operations, it is
essential for China to protect and strengthen
media propaganda, communication
networks, municipal security, civil society,
social credit systems, and industrial and
commercial networks (Saalman, 2021).

The China’s cyber threat projection not
just a thing on paper-only. The China’s
sponsored cyber attack has been used in the
past, one of them is called Operation Aurora.

It was an attack to the United States. In

Operation Aurora, conducted in 2009,

Chinese hackers breached Google's security




to access the source code of Google's search

engine (Read, 2014). Their goal was to
replicate Google's success and develop a
more state-friendly search engine within
China. While such cyber activities can harm
national economies, they usually have a
minimal impact on international security.
However, during Operation Aurora, the
hackers also obtained court documents from
the United States Foreign Intelligence
Surveillance Court and other judges
nationwide. This provided a significant
advantage to China's clandestine intelligence
operations. The ability of Chinese
intelligence to determine if their spies are
compromised or under investigation before
charges are filed is extremely advantageous.
This capability has the potential to undermine
the FBI's counter-intelligence efforts and
significantly weaken national security. By
the end of the year, 4.2 million personnel files
had been stolen, including Social Security
numbers and other sensitive information.
Additionally, 5.6 million fingerprints were
also compromised. The impact on U.S.
national security was significant. This stolen
information makes it easier to track down
spies, hack into accounts, identify federal
employees with security clearances, and
pinpoint the best or most vulnerable targets

for blackmail and bribery (Reilly III, 2020).
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The information can be used or shared in
numerous other damaging ways, posing a
serious threat to national security.

Despite being accused of conducting
extensive and prolonged cyber espionage
campaigns against the United States and
several other countries, China has largely
avoided significant punitive or economic
repercussions. China's  hybrid warfare
strategy, aimed at influencing the
international community, has been crucial in
preventing a strong deterrence response
(Tasiello, 2016). This strategy has enabled
China to position itself as a viable partner in
cyberspace while downplaying its rising
threat. China has consistently denied the
accusations to mitigate public perception of
its actions.

Additionally, = China  has  also
established militia units, categorized as
cyber-militias. While cyber-militias are fairly
common for countries with strong cyber
capacity, China's scale far exceeds that of
other western countries. Its capacity
competes with superpowers like the United
States. China's cyber-militia structure aims to
form informational warfare units. These
militia units are spread throughout China,
both State-Owned Enterprises and other

civilian institutions, including higher

education institutions (Klimburg, 2011).




Amid the ongoing tensions in the

South China Sea, China has been conducting
cyber espionage across Southeast Asia.
Reports indicate that hackers affiliated with a
Chinese state-linked security contractor have
targeted government agencies throughout the
region for years (Bajak & Kang, 2024;
Kelliher, 2024). These cyberattacks have
infiltrated state systems in Thailand,
Vietnam, Malaysia, Indonesia, Myanmar,
and Cambodia, as well as private companies.
The hackers have specifically targeted high-
level government departments in Southeast
Asia, seeking information about each
country’s strategy regarding the contested
South China Sea (Greig, 2024).

However, this is not the first-time
incident related to China-linked hacking
activities. In February 2022, hackers linked
to China breached an email server operated
by ASEAN, stealing a substantial amount of
data. According to a cybersecurity alert, the
hackers stole "gigabytes" of emails from
ASEAN countries, with data being taken "on
a daily basis." It is estimated that the attackers
stole over 10,000 emails, resulting in more
than 30 GB of data (Burgess, 2023). This
incident disrupted correspondence and

impacted all ASEAN members.

China's hybrid threat projection in
cyberspace, particularly towards ASEAN
countries, exemplifies its strategic use of
cyber capabilities to influence regional
dynamics. Amid South China Sea tensions,
China has engaged in extensive cyber
espionage, targeting government agencies
and private companies across the region.
These cyber activities are part of China's
broader strategy to assert its dominance,
disrupt regional stability, and gather
intelligence to enhance its geopolitical
standing. Facing these threats, ASEAN
countries need to prepare themselves to avoid

the destructive impact of hybrid threats.

Southeast Asia Countries Mitigation on
Cybersecurity

Despite numerous cyberattacks, the
Southeast Asian region struggles with
relatively low cyber resilience (Curtis et al.,
2022). Achieving robust cyber resilience
demands a comprehensive  approach
involving governance, risk management,
clarifying data ownership, fostering regional
and  international  cooperation, and
continually enhancing infrastructure and
institutional capabilities. While the region

has enhance its cybersecurity, persistent

discrepancies in national cyber readiness and




the lack of unified cybersecurity standards

pose significant challenges.

Table 1. Cyber Capabilities of the 10
ASEAN Member States Compared!

Countr Levelof  NCSI NCSI ADII
y? Cyber Score  ranking  score
Readines on
s Cybers
ecurity
MY Well- 79.22 1 91.27
establish
SG ed 143 2 8970
TH Developi  64.94 3 87.91
ng
ID 63.64 4 78.43
PH 63.64 5 72.49
BN Emergin  41.56 6 67.46
g
VN 36.36 7 63.05
KH Limited 23.38 8 24.76
LA 18.18 9 32.58
MM 10.39 10 20.41

Source: Cheng & Chow, (2023)

According to the Table 1 above,
Malaysia and Singapore lead the region in
cyber capabilities, having fortified their
strategies

cybersecurity through  the

establishment of dedicated agencies and the

1 National Cyber Security Index (NCSI) and ASEAN
Digital Integration Index (ADII) score (0-100)

ADI
rankiignd the Philippines are progressing in
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enactment of key legislation like the
Cybersecurity Act and the creation of
government agency specific to countering
threat, such as

cyber CyberSecurity

Malaysia. Meanwhile, Thailand, Indonesia,

enhancing their cyber resilience, with each
| country implementing relevant laws and

frameworks to  bolster
2

measures. Indonesia, in particular, is working

cybersecurity

3 on improving its legal framework and
4 government coordination in addressing cyber
issues. Brunei and Vietnam are categorized
: as "emerging" in cyber capabilities, with
6 Vietnam making notable strides through
legislation such as the Law on Cybersecurity,
although it still faces challenges in certain
9 areas like cyber threat analysis and data
g protection. Brunei, however, lags behind in
policy development and global cybersecurity

10
contributions.

Cambodia, Laos, and
Myanmar have limited cyber capabilities,
primarily due to resource constraints,
technological infrastructure challenges, and
differing national priorities. Despite these
challenges, efforts are being made across the
region to  strengthen  cybersecurity
frameworks and collaboration to mitigate

cyber threats effectively.

2 ASEAN Countries abbreviation according to 1SO
3166




Bold and decisive action needs to be

taken by ASEAN countries. It is crucial for
governments, cyber experts and business
leaders in ASEAN to align their perceptions
on cybersecurity issues and realize the
urgency of a unified and coordinated
approach. ASEAN has the opportunity to
foster more cohesion for cyber resilience by
promoting trust and transparency, supporting
less developed economies, and integrating
cyber resilience with the digital economy
(Cheng & Chow, 2023).

ASEAN has initiated the ASEAN
Digital Masterplan 2025 (ADM) in 2021 to
realize ASEAN's vision supported by secure
and transformative  digital  services,
technologies and ecosystems. It also
complements  the  existing = ASEAN
framework on Personal data Protection and
Digital Data Governance by setting out
desired outcomes, each with enabling actions
to achieve the vision by 2025. This ADM is a
common foundation for ASEAN in
developing security, infrastructure,
technology, standardization, human resource
development, and policy frameworks
(Abdurrohim, 2022).

Singapore independently also

organized the Singapore International Cyber

Week in order to strengthen ASEAN

countries' focus on cybersecurity issues. At
this cyber exhibition, Singapore consistently
states that there is no country in Southeast
Asia that is not threatened by cyber threats,
be it by state or state actors. As such,
Singapore is shaping the perception of an
ongoing threat that ASEAN countries must
remain vigilant and cooperate with each other
to address. The Singapore International
Cyber Week follows Singapore's efforts at
the ASEAN level by holding the ASEAN
Ministerial Conference on Cybersecurity,
launching the ASEAN Cyber Capacity
Programme, and establishing the ASEAN-
Singapore  Cybersecurity  Centre  of
Excellence (Anshori & Ramadhan, 2019).

In the future, intensive collaboration in
dealing with hybrid threats in the cyber sector
in ASEAN needs to be encouraged (Krisman,
2013). Collaboration is not only among
fellow countries in the region, but also needs
to carry out cyber diplomacy and cooperation
with other more advanced countries. There
needs to be more coordinated and structured
cooperation. In addition, the establishment of
a comprehensive cyber army in the ASEAN
region may be helpful in handling organized
cyber-attacks. The formation of a cyber army

needs to synergize not only military agencies,




but also academia and the private sector

(Setiawan, 2018).

CONCLUSION

ASEAN faces a significant challenge in
addressing hybrid threats in the cyber
domain, as cyber threats are increasingly
sophisticated and come from a variety of
actors, including state-sponsored groups,
criminal organizations, and individual
hackers. The expanding list of vulnerable
technologies—from smartphones to
industrial control systems—further
complicates the cybersecurity landscape. The
complexity and ambiguity of cyber threats,
which can have far-reaching impacts beyond
cyberspace, necessitate a multi-layered and
coordinated response. Historical incidents
like StuxNet and Operation Aurora illustrate
the potential for cyberattacks to cause severe
physical and national security damage.

The rapid digital development in
Southeast Asia, driven by robust internet
connectivity, makes the region a lucrative
target for Advanced Persistent Threat (APT)
groups. These APT actors, motivated by
political and economic gains, often target
critical  infrastructure  sectors, posing

significant risks to national and public

security. The scale of cyber incidents

underscores the region's cyber vulnerability.
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High-profile incidents, including China's
cyber espionage activities, reveal the
strategic use of cyber capabilities to influence
regional dynamics and gather intelligence,
further destabilizing the region. Despite these
challenges, Southeast Asia's cyber resilience
remains relatively low, with significant
discrepancies in cybersecurity readiness
among ASEAN member states. While
countries like Malaysia and Singapore lead in
cyber capabilities, others like Cambodia,
Laos, and Myanmar lag due to resource and
infrastructure constraints. To mitigate cyber
threats, ASEAN countries must enhance their
cybersecurity frameworks, foster
international cooperation, and invest in
advanced technology and skilled personnel.
The ASEAN Digital Masterplan 2025 and
initiatives like the Singapore International
Cyber Week demonstrate steps towards a
more cohesive and resilient cyber
environment.

Moving forward, ASEAN must
intensify collaboration within the region and
with global partners, promoting trust,
transparency, and support for less developed
economies. Establishing a comprehensive
cyber defense strategy, including a regional
cyber army and enhanced cyber diplomacy,
will be crucial in countering organized cyber

threats and ensuring regional stability.
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